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I. INTRODUCTION 
Fingerprint techniques have widespread of applications in authentication systems., protecting the 

privacy of the fingerprint becomes an important issue. Traditional encryption is not sufficient for fingerprint 

privacy protection because decryption is required before the fingerprint matching, which exposes the fingerprint 

to the attacker. Therefore, in recent years, significant efforts have been put into developing specific protection 

techniques for fingerprint. 

          In this paper, i propose a novel system for protecting finger print privacy by combining two different 

fingerprints into a new identity.  During the enrollment, the system captures two fingerprints from two different 

fingers. We propose a combined minutiae template generation algorithm to create a combined minutiae template 

from the two fingerprints. In such a template, the minutiae positions are extracted from one fingerprint, while the 

minutiae directions depend on the orientation of the other fingerprint and some coding strategies. The template 

will be stored in a database for the authentication which requires two query fingerprints. A two-stage fingerprint 

matching process is further proposed for matching the two query fingerprints against a combined minutiae 

template. By using the combined minutiae template, the complete minutiae feature of a single fingerprint will not 

be compromised when the database is stolen. In addition, the combined minutiae template share a similar 

topology to the original minutiae templates, it can be converted into a real-look alike combined fingerprint by 

using an existing fingerprint reconstruction approach. The combined fingerprint issues a new virtual identity for 

two different fingerprints, which can be matched using minutiae based fingerprint matching algorithms.  

The advantages of our technique over the existing fingerprint combination techniques are as follows:  

1) Our proposed system is able to achieve a very low error rate with     FRR= 0.4 %  when FAR = 0.1%.  

Abstract : Fingerprint recognition is an active research area nowadays. In many areas we are 

using fingerprint recognition for to improve the security and privacy. In finger print 

recognitions system the recognition can be done by fingerprint matching techniques. 

Fingerprint matching techniques are classified in two categories: Fingerprint verification and 

Fingerprint identification. In this project we are using the fingerprint verification. For this we 

propose here a novel system for protecting finger print privacy by combining two different 

fingerprints into a new identity. In the enrollment, two fingerprints are captured from two 

different fingers. We extract the minutiae positions from one fingerprint, the orientation from 

the other fingerprint, and the reference points from both fingerprints. Based on this extracted 

information and our proposed coding strategies, a combined minutiae template is generated 

and stored in a database. In the authentication, the system requires two query fingerprints from 

the same two fingers which are used in the enrollment. A two-stage fingerprint matching 

process is proposed for matching the two query fingerprints against a combined minutiae 

template. With the help of an existing fingerprint reconstruction approach, we are able to 

convert the combined minutiae template into a real-look alike combined fingerprint. Thus, a 

new virtual identity is created for the two different fingerprints, which can be matched using 

minutiae-based fingerprint matching technique. 
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2) Compared with the feature level based technique, we are able to create a new identity (i.e., the combined 

minutiae template) which is difficult to be distinguished from the original minutiae templates.  

 

II. DESIGN OF PROPOSED SYSTEM 

 
MINUTIAE: 

A Minutia is defined as the points of interest in a fingerprint, such as bifurcations (a ridge 

splitting into two) and ridge endings. The most commonly used fingerprint features are minutiae. 

Minutiae are the discontinuities in local ridge structure. They are used by forensic experts to match 

two fingerprints. There are about 150 different types of minutiae . Among these minutiae types “ridge 

ending” and “ridge bifurcation” are the most commonly used as all the other types of minutiae are 

combinations of ridge endings and ridge bifurcations. A ridge ending is defined as the ridge point 

where a ridge ends abruptly . A ridge bifurcation is defined as the ridge point where a ridge forks or 

diverges into branch ridges . Some common types of minutiae are shown in fig. 

 
III. MINUTIAE POINTS 

3. FLOW CHART: 
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PRINT  MATCHED 

 NO   FINGER PRINT NOT MATCHED 
 

IV. RESULTS AND DISCUSSION 

OUT PUT RESULTS: 

a) Original image 
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b) false minutiae removal   

          
                                    

b) Orientation field of finger print 

 
Evaluating  Performance Of  Proposed System Over Different Databases: 

 
            For evaluating the performance of proposed system the experiment is conducted on different 

fingerprint databases such as FVC2000, FVC2002 and FVC2004. We use the first two impressions in 

the FVC2002 DB2_A  to evaluate system performance, which contains 200 fingerprints from 100 

fingers as each finger has two impressions. Therefore, we have a 100 finger pairs the first two 

impressions of each fingerprint are combined to generate combine minutiae template during 

enrolment process. The algorithm Ratha 1995 and Sherlock 1994 are used for extracting features such 

as minutiae position and direction. The image processing algorithm convolution filter is used for 

fingerprint matching. To compute the False Rejection Rate (FRR), the second impressions of a finger 

pair are matched against the corresponding enrolled template, producing 100 genuine tests. To 

compute the False Acceptance Rate (FAR), the first impressions of a finger pair are matched against 

the other 99 enrolled templates, producing 100 99 imposter tests. Similarly our system performance 

evaluated for FVC2000  and FVC2004 Databases. The Table I shows the evaluated resultant value of 

FRR at various values of FAR. From table I we can see that, FRR of our system is 0.1% when FAR= 

0.1%. 

 

V. CONCLUSION 

In this paper we introduced a novel system for privacy protection by combination of two 

fingerprints randomly chosen into a new template. During the enrollment stage, the system captures 

two fingerprint image from two different fingers. A combined template containing a partial minutiae 

feature of one finger and orientation field of another finger is created and stored in database for 
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authentication. To make the combined minutiae template look real as an original template, three 

different techniques are introduced during the combined minutiae template generation process. In the 

authentication process, two input fingerprints are scanned. The fingerprint matching process is used 

to match the fingerprint images against the enrolled template. The combined minutiae template is 

similar to the original minutiae template. Therefore, we successfully combine the two different 

fingerprint image into a new template using watermark technique which is a real look-alike image of 

input fingerprints. 

   

VI. ADVANTAGES 

 Double level Security  

  No Limited Privacy Protection  

  System Can Achieve A Very Low Error Rate  

  High Performance . 

   

VII. APPLICATIONS 

1. used in attendance systems, which are being increasingly used in various  organisations    to 

control employee  timekeeping. 

2. used in providing strong security at bank transactions. 

3.used in for securing access to pc's and providing single logon facilities. 

4.used in secure accessing of data . 
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